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Introduction

This a step by step instruction manual on how to enable file export from a pc runnig Windows 10 and how
to mount the exported directory on a linux machine.

Prerequisites

e Admin permissions level on the Windows 10 pc.
e Membership of sudoers on linux or root access.

Disclaimer

This procedure has been tested on a Windows 10 machine and a Linux Mint machine. As Windows is a well
known pile of garbage the dialog boxes and procedure may vary even on other Windows 10 machines so
your mileage may vary. God help you if you are trying this on a Windows 8 box.

The procedure should work on all flavours of Linux but this is just a stab in the dark.

Procedure - pc

Enable anonymous user file sharing

1. Click the network mini-icon in the bottom right of the tab bar and click on Network & Internet settings.
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2. Click on Network and Sharing Center.
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3. Click on Change advanced sharing settings.
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4. Click on the disclosure button for the All Networks option.
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Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private (current profile)

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

(@ Turn on network discovery

Turn on automatic setup of network-connected devices.
(O Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(@ Turn on file and printer sharing
(O Turn off file and printer sharing

Guest or Public

All Networks Q

GSave changes

In the Password-protected sharing setting select the Turn off password-protected sharing option and
Save changes.
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Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.

(O Turn on sharing so that anyone with network access can read and write files in the Public
folders

(@ Turn off Public folder sharing (people logged on to this computer can still access these
folders)

Media streaming

When media streaming is on, people and devices on the network can access pictures, music and
videos on this computer. This computer can also find media on the network.

Choose media streaming options...

File sharing connections

Windows uses 128-bit encryption to help protect file sharing connections. Some devices don't
support 128-bit encryption and must use 40- or 56-bit encryption.

(® Use 128-bit encryption to help protect file sharing connections (recommended)

(O Enable file sharing for devices that use 40- or 56-bit encryption

Password-protected sharing

When password-protected sharing is on, only people who have a user account and password on
this computer can access shared files, printers attached to this computer and the Public folders. To
give other people access, you must turn off password-protected sharing.

Turn on password-protected sharing
(® Turn off password-protected sharing

GSave changes Cancel

Create the shared folder



The instructions in this section assume that the shared folder is created on the Desktop and is called
'share'.

1. Create a folder on the Desktop called 'share'. Right-click on the folder and select Properties

The Network path will be filled-in by Windows and should be in the form

\\pc-name\shared-folder-name . If this is not the case then this field can be edited manually.
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2. Using the drop-down menu add the user Everyone . Give the user Read/Write permissions. Click
the Share button
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3. Backinthe Properties dialog (from step 1 in this section) click the Advanced Sharing... button.
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4. Click in the Share this folder checkbox. If this is greyed out select the folder to share from the drop-
down menu with the title Share name: before clicking the checkbox.
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5. Click the Permissions button.

Advanced Sharing
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6. The Group or user names: should show Everyone. Click in the Allow checkbox for the Full Control row.
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7. Click Apply and then Ok. Click the Apply (if available) and Ok buttons in any remaining dialog boxes to
close them.
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8. Press wWindows key + r . This will bring up the Run dialog. Type in optionalfeatures and
hit Ok.

=/ Run X

=7 Type the name of a program, folder, document or Internet

= resource, and Windows will open it for you.
Open: v
0K Cancel Browse...

9. In the Windows Features dialog box scroll down to the SMB section. Tick all of the SMB options. Press
Ok.
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To turn a feature on, select its checkbox. To turn a feature off, clear its
checkbox. A filled box means that only part of the feature is turned on.
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To test that the linux machine can see files in the shared folder create a new file in the shared folder
called foo.txt.

That should be that... | know, no reboots! That can't be right.

Procedure - Linux

Mount the exported pc folder

If the user has root access then the following steps can be done as root rather than using sudo.

1. Create a directory in the linux filesystem - in this example it is at /media/pc_export
sudo mkdir /media/pc_export
2. Change the permissions of the directory to rwx foruserand rx for groups and other if not
already set: sudo chmod 755 /media/pc_export .Typing ls /media/pc_export should
return nothing as the pc exported directory is not yet mounted.
3. Mount the exported pc folder:
sudo mount.cifs <service> <mount point> -o user=username Or

sudo mount -t cifs <service> /media/pc_export -o user=username .

The <service> is the path to the exported pc folder in the form //pc name/exported folder .In
this guide thisis //WIN10THING/share .

The <mount_point>is /media/pc_export .



The argument -0 and follwing arguments are optional and made no difference when performed on
Linux Mint.

Typing 1ls /media/pc_export now should list the foo.txt file.
4. To unmount the exported pc folder type:

sudo umount -t cifs /media/pc_export



